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Appendix A: Affected Products and Recommended Actions 

 

Description of Spectre / Meltdown Vulnerability 
Meltdown / Spectre could enable an attacker with physical or remote system access to obtain 
passwords and other data from affected systems.  No life safety issue has been identified for the 
listed products. Current products not listed here have not currently been shown to contain the 
vulnerability. If we establish that any other products are affected, they will be added to this 
appendix.  

 

Product Name: Notifier Embedded Gateways 
Recommended action:  
The embedded gateways run on Windows CE. Even though Microsoft has not released a patch for 
the affected Windows CE versions, the Honeywell Cyber Security Team has determined after a 
detailed risk analyses that this vulnerability is very hard to exploit on this product. As such, there 
are no recommended actions other than practicing the good password and network security 
processes mentioned in the main communication. 

 

Product Name: Notifier HS-NCM 
Recommended action:  
The High Speed NCM runs on the QNX Operating System. RIM has not indicated if the QNX is 
vulnerable, but the Honeywell Cyber Security Team has determined after a detailed risk analyses 
that this vulnerability is very hard to exploit on this product. As such, there are no recommended 
actions other than practicing the good password and network security processes mentioned in the 
main communication. 

 

Product Name: OnyxWorks 
Recommended action:  
OnyxWorks uses the CPU for processing of fire events and other related activities. Microsoft patch 
that resolves this threat causes no system performance slowdown, as such users should install the 
appropriate patch for the OS you are running as soon as possible to ensure you are protected. See 
Appendix B for informaiton regarding patches. 

 

Product Name: FirstVision 
Recommended action:  
First Vision uses the CPU for processing of fire events and other related activities. Microsoft patch 
that resolves this threat causes no system performance slowdown, as such users should install the 
appropriate patch for the OS you are running as soon as possible to ensure you are protected. See 
Appendix B for informaiton regarding patches. 
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Appendix B: Links to Microsoft Patches 

Protect your Windows devices against Spectre and Meltdown 
 

 

https://support.microsoft.com/en-us/help/4073757/protect-your-windows-devices-against-spectre-meltdown

